Proceeding of International Medical Informatics Symposium in Taiwan 2007

Security and Privacy Protection Protocol for Shared Medical Records

Kuo-Ching Liu®

Hui-Feng Huang®

“Department of Medical Laboratory Science and Biotechnology
China Medical University, Taichung 404, Taiwan, R.O.C.
kchliu@mail.cmu.edu.tw

®Department of Information Management
National Taichung Institute of Technology, Taichung 404, Taiwan, R.O.C.
phoenix@ntit.edu.tw

# &
IR R A —k??)%[}i;iﬁ%xﬁ“”u@ﬁrgwgmg)%
JRAS 0 @ DT OOLE R F RN o AT K o E S

(radio frequency identification #§ #- RFID) # A Lk
BAE B > b lhl@ié’é T g %.'“ A ngﬁ? b1

’JQ»—}-’\Q

i

EERFRR_ IS E o RA > BA-RFID & iy &
B Bdrdln g £ 22 SRESd 0 Kglg- % >

IR 4R F 5 1% RFID i sz @ F AL

},—‘%Fﬁﬁkﬁ ’ I% lﬂilzz‘ I% * F]M,B"IE;'

B

g g, 3

RN TN Fu
FRNFREHT A EPHE S AP ERD - By
3 RFID % iz % 2S84 {q Pgﬁ:,\ gt
AR HPER g g d RFID kWP Ep k2 T3 F
RoRGE o RAEFE LR AR X0 N R K
R AR o

MeEF: D5 pf - FAEE - RASPE L % 2
Abstract

Establishing electronic patient care records is essential
not only for delivering quality medical care services but
also in saving medical expenses. Currently, radio
frequency identification (RFID) is being deployed for a
wide variety of applications, including supply chain
management, inventory, storage, etc. However, RFID
systems can have security problems if the tag offers no
access control and certificated mechanisms. By utilizing

responses from a tag, an adversary may try to obtain the
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information of the product and trace the user. The
protection of patients’ health information is a very
important concern in the information age. It must have
secure mutual authentication mechanisms to protect
electronic archives. In order to obtain appropriate

medical information, physicians must efficiently get
electronic patient records from a database (medical
information system) to hospital wards. In this paper, we
present a new idea to apply the radio frequency
identification (RFID) system such that the physician can
efficiently retrieve the electronic patient records for
medial care when they visit patient wards without taking
heavy paper records. In addition, the proposed scheme
provides anonymous property and guards against patient
tracing.

Keywords: electronic patient record, medical care, RFID

system, security

1. Introduction

In today’s, healthcare system there is an inevitable
prerequisite for high quality and efficient well developed
care. Established job sharing as well as communication
and co-operation between all partners is a requirement for
efficient healthcare. Therefore, enabling electronic patient
records to be shared between physicians is essential not
only for the quality of medical care services but also in

saving medical expenses [4,6,8]. However, in Taiwan,
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physicians usually visit their patients with paper-based RFID system. This is briefly illustrated in Figure 1.

records [4,8]. The paper-based records are disorganized

and usually incomplete and can hardly be accessed in

time for emergency care. In order to obtain appropriate 5 . e T e
Datahase 7 J o - 5

medical information, physicians must efficiently get

Patiert record
electronic patient records from a database (medical Dcketd et

information system) to hospital wards. In this paper, we Figure 1 RFID System for patient record

present a new idea to apply the radio frequency
identification (RFID) system [1-3,5,7] such that the

o o ) ) ) However, the current RFID system allows any reader to
physician can efficiently retrieve the electronic patient ] ] ) ]
o ) access any tag. The exposed private information stored in
records from a database when they visit patient wards . )
) ) ) ) the tag could be jeopardized [1-3,5,7]. Then, the
without taking heavy paper records. It is very convenient ] ) ]
o o ) ) widespread deployment of RFID systems into patient
and efficient for physicians or nurses to retrieve electronic o )
) ) (consumer products) identification may expose potential
patient records for medical care. ] ] ] ]
) S ) ) security threats and risks either to corporations or
Radio frequency identification (RFID) is an automatic o ] ]
S ) individuals. Corporate espionage is a concern. A scheme
identification system that can remotely store and retrieve
) ) ) could be developed to request unprotected RFID systems
data about objects by using small devices called RFID ] o )
) ) to gather information illegally, cheat tags to provide
tags. RFID systems consist of radio frequency (RF) tags ) ] ] )
) ] wrong information, or send Denial-of-Services (DoS)
and RF readers. Tag readers can question tags about their ] ] ) )
] ) ) ) attacks to competitors. If a medical unit receives false
contents by broadcasting an RF signal, without physical ]
) o messages and all efforts of the working staff are
contact. RFID devices can be broadly classified in two )
_ ] . implemented under false pretenses, the loss of resources
categories: those with a power supply that actively ]
. ) and manpower would be great. Therefore, the security of
transmit to a reader are known as “active tags” and ) ) ]
) the RFID is becoming more and more important. It must
un-powered tags that are triggered by a reader are called o ] o
) ) ) have mutual authentication mechanisms to identify the
“passive tags”. Due to low cost and conveniences in ] .
o ) ) ) legal tag (patient) and legal tag reader. In addition, the
identifying an object without physical contact, RFID ] ] ] ]
] ) ] ) most important security requirement for patient (user)
systems will replace the optical barcode on objects with ] ) - i .
] o ) privacy is untraceability [1,5,7]. With an untraceability
consumer identification, the RFID systems can be used in ]
o ) property, an attacker cannot track tags by using
lots of applications such as supply chain management, ) ] ) )
] ) interactions with tags. It can protect the patient from
parking garage management, and inventory controls

[1-3,5,7].
In our method, we construe a tag t, for patientID, .

tracing over wide areas. The protection of patients’ health
information is a very important concern in the

information age. With anonymity, tags will not expose
When the patient ID, is admitted to a hospital, the g ymiy, tag P
o o their  identifications to  eavesdroppers  without
physician or nurse only takes a PDA (personal digital o
i ) authentication.
assistant) as a tag reader to quest a tag to obtain the health ) ) )
. . . To cope with the security threats, several security
information of a patient through the RFID system. When )
. ] . protocols had been proposed to enhance the security of
the tag reader quests a tag to obtain the health information
RFID systems. Most of them cannot be applied to the
of patient, the back-end sever (database) provides the
. ] o RFID system because of cost limitation and limited
patient record to the reader according to the tag’s identity.
o ] . resources dictate that RFID tags cannot afford the cost
The physician receives the patients’ records through the
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expensive public key encryption or symmetric
encryption [1-3,5,7]. For light-weight calculation power
and protecting the privacy of a patient, we propose the
RFID mutual authentication scheme based on
synchronized secret information. Moreover, our scheme
could protect a patient (user) from tracing and provide
the anonymity property.

The remainder of this paper is organized as follows. In
the next section, we will propose the mutual
authentication protocol between the physician and patient
based on the RFID system. The security analysis of our
scheme is presented in Sections 3. And some conclusions

will be made in the last section.

2. The proposed Scheme
This section will propose a new efficient mutual

authentication protocol for RFID systems. The
assumption, initial setup, and authentication process are
described as follows:

Assumption and Initial Setup

Assume reader R connects with a legal back-end sever
that has database D. The communication between the
reader and the back-end sever is secure. The back-end
sever and tag can operate the XOR (@) operator and
compute a common one-way hash functionh( ).

In the initialization stage, tag T is loaded with an initial
identifier ID (the identity of a tag or the patient), a secret
key K , and a hash functionh( ). In the same measure, the
back-end database contains the same data stored in tagT ;
including the 1D of the tag, the secret key k and the hash
function h( ) . The back-end database contains fields IDR ,

K,and K, , which save the ID, the current k, and the

last ?

preceding K, (the previous secret information which is

last
replaced by the current k), respectively. In addition to the
content of tag T and the reader R have the PRNG
(Pseudo Random Number Generator) to generate a
random number for the authentication process.

Initially, the fields IDR and K are set up with

the patient ID and the initial secret key k of each tagT ,
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respectively; and all values of the field K, are null.

The role of K

last

is to prevent desynchronization.

last

Authentication Process
We will depict the process of our authentication protocol
as follows:

Step 1. Reader R generates and saves a hew
pseudorandom number s by utilizing PRNG,
andsends s totagT.

Step2. TagT also generates a new pseudorandom

number r, and computes r, =h((r, ®k)+s) .

Then, tag T sends r, and r, to the
reader R .

Step 3. After

delivers r, ,

reader R
back-end

receiving r, and r, ,

r,, and s to the
server.

Step 4. When the back-end server receives the
authentication request from the reader, it
iteratively picks up any entry information (1D,
k , k) from its database. It then computes
and checks whether any of the two equations
r,=h((r®k)+s) and r, =h((r, ®k,,)+S5)
hold. (1) This process is repeated for each
entry until it finds a match. If it can match an
entry, then authentication of the tag succeeds,
and the server performs the next step;
otherwise, it sends a “failure” message to the
reader R to stop the process.

Step5. If the Dback-end server successfully

authenticates the tag in the step 4, it computes

r,=h((r, ®k)+s) or r,=h((r, ®K,.)+5)

k k

depending on which value or

last
satisfies in the verification equation (1) in step
4. It also updates the value of field K into
h(k) and the value of field K, if
r, =h((r, ®Kk) +s) in equation (1), if it holds;

into k

otherwise, it does not update the information

of fields K and K Then, the server sends

last *

r, and the patient’s information (Data) of tag

T toreaderR.
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Step 6. The reader retrieves the information (Data) of
patient and forwards r, to tagT . Upon
receivingr, , tag T computes r,'=h(r, @k @s)
by using its secret keyk , and then checks if
r,'=r,. If it holds the current secret key k
oftag T isreplaced by h(k).

In our scheme, we construct a hash chain of secret
information as follows: The hash chain starts from
secret t, the second secret k, ish(t), and the other
i—th element k. is h(k,_,). The above processes are

briefly illustrated in Figure 2.

Tag (Patient) Reader Back-end(server)
k.r &
5 s — FRNG
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Figure 2 The proposed Scheme

In our scheme, the design of simultaneously maintaining
the old key and the new key for each tag (patient) is in the
back-end database and can resist the denial-of-services
attack (DoS). That is, the back-end database has been
replaced by the current (or new) key with h(k) ; however,
when reader R sends the “r,” command to tag T, it can
suddenly be intercepted or modified by an attacker. Tag T
will then hold the old key k . Thus, the shared key
between the tag and the server will be out of
synchronization. In this situation, if the back-end database
only keeps the new key for each tag, then the tag and the
reader cannot authenticate each other any more. The DoS
attack succeeds. Therefore, in our scheme, the back-end

database simultaneously maintains old keys and new keys
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which can then resist the DoS attack.

3. Security analysis

In this section, we analyze the security of our scheme.
Due to the challenge of response technology and the
freshness of random numbers s andr, per session, our
scheme achieves mutual authentication of the reader
(sever) and the tag (patient), and can resist the replay
attack. Without knowing the secret key k of tag T, an
attacker cannot use the same method as in Section 2 to
cheat the reader (or back-end server) into passing out fake
authentication because it is very difficult for the attacker
to make the equation r, =h((r, ®k)+s) hold. Therefore,
our scheme can resist a forgery attack.

In our method, the design of simultaneously maintaining
the old key and the new key for each tag (patient) in the
back-end database can resist the Denial-of-Services attack
(DoS). On the other hand, only randomized data
(s,r,r,,r,) are transmitted on the wireless channel
between the reader R and tag (patient)T; and the patient
ID information is only transmitted from the back-end
sever to reader R through the secure channel. Therefore,
the privacy and anonymity properties for patient ID are
ensured. Moreover, because the secure key k of patient ID
is updated after each successful authentication and the
new key is generated by applying a function h( ), the
compromise of a tag would not lead to the tracing the
previous communications for the same tag (patient). It is
very hard for an attacker to access the tags (patients) and
trace the tags (patients), hence forward secrecy is
achieved. Therefore, the proposed scheme provides
mutual authentication for a patient and the server in the
RFID system and offers an anonymity property to protect

patients from tracing.

4. Conclusions
For light-weight calculation power of a tag and protecting
the privacy and confidential information of a patient, we

propose a simple and efficient RFID mutual
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authentication scheme based on synchronized secret
information. Through our authentication protocol, a
physician can efficiently retrieve electronic patient
records from a database when they visit patient wards
without having to carry reams of patient records. It is very
convenient and efficient for physicians or nurses to
retrieve electronic patient records for medical care. In
addition, the proposed method provides the untraceability
property that could protect a patient from tracing over
World Wide Web.
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